
LPD Cas!® Number: C3-071481

IN'^HE c o u n t y  COURT OF LANCASTER COUNTY, NEBRASKA

\ CC 2'^-1
IN THE mat t er  o f  THE SEARCH WARRANT
OF THE d es c r ibed  PREMISES OF SEARCH WARRANT RETURN 
MICROSOFT Co r po r at io n  
ONE MICROSOFT WAY 
REDMOND, WA 08052

STATE OF NEBRASKA )
) SS.

COUNTY OF'LANCASTER )

The undersi ’̂^ed states that he received the Search Warrant issued herein on 
the 24th day of Januar^S 2024, and that he executed the same on the 12th day of 
February, 2024, by seizing the property described in the Inventory filed herein and by 
delivering a copy of the Search Warrant for the said property at the place from which the 
property is taken. \

Derek Dittman

SUBSCRIBED to in my presence and sworn to before me this day of
,20 an.

'^Notary Public 
\

I GeoWL NOTARY-State otNetoasta
L OUVIA TAYLOR

My Comm, Exp. May 4,2027 |
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INVENTORY

IN THE COUNTY COURT OF LANCASTER COUNTY, NEBRASKA

IN THE MATTER OF THE SEARCH WARRANT 
OF THE DESCRIBED PREMISES OF 
MICROSOFT CORPORATION 
ONE MICROSOFT WAY 
REDMOND, WA 98052

■J
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STATE OF NEBRASKA
SS.

COUNTY OF LANCASTER

INVENTORY OF PROPERTY 
SEIZED BY VIRTUE OF THE 

SEARCH WARRANT ISSUED HEREIN

Derek Dittman, being first duly sworn on oath, deposes and says the following is 
an inventory of the property seized by virtue of the Search Warrant issued herein:

The undersigned hereby acknowledges receipt of the following described property 
seized from Microsoft Corporation located at the address of One Microsoft Way, 
Redmond, WA 98252:

Records sent via email pertaining to the account oftravisdurant@hotmail.com

Inventory made in the presence of John Donahue.

SUBSCRIBED to in my presence and sworn 
. 20^.

Notary Public

My Comm. Exp. May
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RECEIPT

The undersigned hereby acknowledges receipt of the following described 
property seized from Microsoft Corporation located at the address of One 
Microsoft Way, Redmond, WA 98052:

Records sent via email pertaining to the account of travisdurant@hotmail.com

DATED this j

TO —I

C3-071481



IN THE COUNTY OF LANCASTER COUNTY, NEBRASKA

STATE OF NEBRASKA

COUNTY OF LANCASTER

)
)ss. SEARCH WARRANT
)

TO: Derek Dittman, a Sergeant with the Lincoln Police Department, Lancaster 
County, Nebraska, and any and all law enforcement officers.

WHEREAS, Derek Dittman, has filed an Affidavit before the undersigned Judge 
of the County Court of Lancaster County, Nebraska, a copy of which affidavit is 
attached hereto and made a part hereof; the court finds that the facts set forth in 
said Affidavit are true, and that those facts do constitute grounds and probable 
cause for the issuance of a Search Warrant.

Pursuant to Neb. Rev. Stat. 86-2,105 to 86-2,108, Applicant has articulated 
sufficient concern based on the interests of protecting this investigation and the 
jeopardy posed to this investigation should this Order or facts related to this 
investigation be disclosed.

Therefore, the Court finds that the records which are the subject of this search 
warrant are material and relevant to a legitimate law enforcement ongoing 
investigation. Microsoft Corporation, is ordered NOT to notify any other person 
of the existence of this search warrant, including the user of the account, or 
release any information related to this search warrant, as there is reason to believe 
that notification or other disclosure would impede this ongoing investigation of 
otherwise cause an adverse result, as defined by law. This disclosure restriction 
shall be for a period not to exceed 90 days.

THEREFORE, you are commanded to search Microsoft Corporation., an 
on-line services provider located in Washington with a physical address that 
includes One Microsoft Way, Redmond, WA 98052, The specific account 
is associated with the account records currently under the control of 
Microsoft Corporation The specific account is associated with the account

travisdurant@hotmail.coin currently under preservation by Microsoft 
under submission locater ID, LNS-568595-H9G2G1

The records to be searched for and seized are more particularly described as;
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Records to be Searched and/or Seized

a. Account Information - User name, primary email address, secondary 
email address(es), connected applications and sites, and account access 
activity, including account sign in locations, browser information, 
platform information, and internet protocol (IP) addresses, and 
connection dates and times from 5-30-2023 to 8-30-2023

b. User Devices Information - Device make, model, and International 
Mobile Equipment Identifier (IMEI) or Mobile Equipment Identifier 
(MEID) of all associated devices linked to the Microsoft Corporation 
accounts of the target device;

c. Evidence of user attribution - accounts, e-mail accounts, passwords, 
PIN codes, account names, user names, screen names, remote data 
storage accounts, credit card number or other payment methods, 
contact lists, calendar entries, text messages, voice mail messages, 
pictures, videos, telephone numbers, mobile devices, physical 
addresses, historical GPS locations, two-step verification information, 
or any other data that may demonstrate attribution to a particular user 
or users of the account(s).

d. Photos - All images, graphic files, video files, and other media files 
stored in the OneDrive or other Microsoft Corporation photos 
service;

This search warrant shall be executed and returned within ten (10) days to a 
Clerk of the Lancaster County Court, Nebraska. In the event results are not 
received from Microsoft Corporation, within ten (1 
returned within ten (10) days of receipt ofthe reco

Given under my hand and seal this,

days, the warrant will be

Printed Name of Judge

Judge of

s.
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IN THE COUNTY COURT OF LANCASTER COUNTY, NEBRASKA

STATE OF NEBRASKA )
) SS. AFFIDAVIT FOR SEARCH WARRANT 

COUNTY OF LANCASTER)

Derek Dittman, being first duly sworn upon oath deposes and states that he is a 
Sergeant for the Lincoln Police Department, Lancaster County, Nebraska. Your 
Affiant states he is currently involved in the investigation of Possession of 
Sexually Explicit Conduct Violation of Nebraska State Statue 28-813.01, 
occurring on 8-11-2023 at 2420 E St. #5, Lincoln, Lancaster County, Nebraska. 
Your Affiant has reviewed case reports regarding this investigation preparedly
other involved Lincoln Police Officers. CZl

co
Affiant’s Background n

Affiant has been a police officer for the Lincoln Police Department since 
December of 2005. Since that time, your Affiant has been investigating 
misdemeanor and felony crimes with the Lincoln Police Department to include 

GJ

homicide, burglary, robbery, assault, weapon offences, narcotics, sexual assault, 
human trafficking, child enticement, and pornography. Affiant has training and 
experience in conducting criminal investigations.

This affidavit is submitted in support of a search warrant. Since this affidavit is 
being submitted for the limited purpose of securing a search warrant, I have not 
set forth every fact known to me regarding this investigation. The statements 
contained in this affidavit are based in part on the investigation that I have 
conducted, and information provided to me by other law enforcement officers 
verbally, and through written reports.

Case Facts

Your Affiant has reviewed reports from Lincoln Police Department Case 
number C3-071481. A report was made from Lancaster County Adult Probation 
Officer Salli Streeter on 8-11-2023. The report was made to Officer Hamm 
#1693, a Lincoln Police Officer. Streeter reported that Travis Durant is a client of 
Lancaster County Adult Probation regarding a sex offense but is not a registered 
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offender,
Streeter said she was contacted by a girlfriend of Travis Durant, Tasha 

Anderson, who had set up a Microsoft online OneDrive account for him, and she 
had access to he account. Anderson accessed the account in the presence of 
Streeter and showed numerous photos and videos in Durant’s OneDrive account. 
She provided Durant’s account name and password. The account is under 
‘ travisdurant@hotmail .com’.

After Anderson left the office, Streeter continued to look through the 
online account and observed multiple images of apparent underage individuals. 
Streeter then notified Lincoln Police. Then Sergeant John Donahue (now retired 
but employed as a Criminal Analyst) of the Lincoln Police Department, reviewed 
the report on 8-14-2023 and sent a letter of preservation to Microsoft Corporation 
and it was acknowledged to be received under submission locater ID, LNS- 
568595-H9G2G1.

Donahue recontacted Probation Officer Streeter on 8-30-2023 and 
obtained additional information. Streeter described one of the images that she 
observed on Durant’s OneDrive account to be a depiction of an estimated 10- to 
13-year-old female performing oral copulation on an apparent adult male. Streeter 
observed numerous similar images but did not specifically look at any of them. 
Streeter also indicated that Durant has moved since this report, but resides in 
Lancaster County, NE.

Background on Microsoft

Based on my prior training and experience, I am aware that Microsoft 
Corporation, is an on-line service provider located in Washington with a physical 
address that includes One Microsoft Way, Redmond, WA 98052. Microsoft 
Corporation maintains records associated with the setup, use, and access of various 
services. This information may include;

1. Account Information - User name, primary email address, secondary 
email address(es), connected applications and sites, and account access 
activity, including account sign in locations, browser information, 
platform information, and internet protocol (IP) addresses, and 
connection dates and times.

Microsoft Corporation maintains information about their customers 
including primary email addresses, secondary email addresses for account 
password recovery, applications, websites, and services that are allowed to access 
the user’s Microsoft Corporation account(s) or use the user’s Microsoft Corporation 
account as a password login, and account login activity such as the geographic area 
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the user logged into the account, what type of internet browser and device they were 
using, and the internet protocol (IP) address they logged in from. The IP address is 
roughly analogous to a telephone number assigned to a computer by an internet 
service provider. The IP can be resolved back to a physical address such as a 
residence or business with Wi-Fi access or residential cable internet. I believe this 
information will assist in the investigation by identifying previously unknown 
email accounts and location history information tending to show the location or 
movements of the suspect, his mobile device, and/or computers.

2. User Devices Information - Device make, model, and International 
Mobile Equipment Identifier (IMEI) or Mobile Equipment Identifier 
(MEID), operating system and any other identifiers of all associated 
devices linked to the Microsoft Corporation accounts of the target 
device;

Microsoft Corporation stores information about mobile devices and 
personal computers associated with the user’s Microsoft Corporation account. This 
includes the make, model, and unique serial numbers of all linked devices. I believe 
this information will identify any previously unknown cell phones or other mobile 
devices and personal computers associated with the suspect’s account and/or 
known device(s).

3. User attribution data - accounts, e-mail accounts, passwords, PIN 
codes, account names, user names, screen names, remote data storage 
accounts, credit card number or other payment methods, contact lists, 
calendar entries, text messages, voice mail messages, pictures, videos, 
telephone numbers, mobile devices, physical addresses, historical GPS 
locations, two-step verification information, or any other data that may 
demonstrate attribution to a particular user or users of the account(s);

I know that Microsoft Corporation may not verify the true identity of an 
account creator, account user or any other person who accesses a user’s account 
using login credentials. For these reason’s it is necessary to examine particularly 
unique identifying information that can be used to attribute the account data to a 
certain user. This is often accomplished by analyzing associated account data, 
usage, and activity through communication, connected devices, locations, 
associates, and other accounts. For these reasons it may be necessary to search and 
analyze data from when the Microsoft Corporation account was initially created to 
the most current activity.

4. Photos - All images, graphic files, video files, and other media files 
stored in the OneDrive service and any other Microsoft Corporation 
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cloud storage services;

Microsoft Corporation users have the option to store, upload, and share 
digital images, graphic files, video files, and other media files. These images may 
be downloaded from the internet, sent from other users, or uploaded from the user’s 
mobile device. In many cases, an Android user may configure their device to 
automatically upload pictures taken with a mobile device and transferred from a 
personal computer to their Microsoft Corporation account. I believe a review of 
these images would provide evidence depicting the suspect, his/her associates and 
others performing incriminating acts, and victims. I also believe these image files 
may assist investigators with determining geographic locations such as residences, 
businesses, and other places relevant to the ongoing criminal investigation.

For these reasons, I believe probable cause exists to seize and examine the 
specified records held by Microsoft Corporation associated with the account 
travisdurant@hotmail.com currently under preservation by Microsoft under 
submission locater ID, LNS-568595-H9G2G1. The records to he searched for and 
seized are more particularly described as;

Records to be Searched and/or Seized

a. Account Information - User name, primary email address, secondary 
email address(es), connected applications and sites, and account access 
activity, including account sign in locations, browser information, 
platform information, and internet protocol (IP) addresses, and 
connection dates and times from 5-30-2023 to 8-30-2023

b. User Devices Information - Device make, model, and International 
Mobile Equipment Identifier (IMEI) or Mobile Equipment Identifier 
(MEID) of all associated devices linked to the Microsoft Corporation 
accounts of the target device;

c. Evidence of user attribution - accounts, e-mail accounts, passwords, 
PIN codes, account names, user names, screen names, remote data 
storage accounts, credit card number or other payment methods, 
contact lists, calendar entries, text messages, voice mail messages, 
pictures, videos, telephone numbers, mobile devices, physical 
addresses, historical GPS locations, two-step verification information, 
or any other data that may demonstrate attribution to a particular user 
or users of the account(s).
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d. Photos - All images, graphic files, video files, and other media files 
stored in the OneDrive or other Microsoft Corporation photos 
service;

Request for Non-Disclosure Order

The records which are the subject of this search warrant are material and relevant 
to a legitimate law enforcement ongoing investigation into Possession of Visual 
depiction of Sexually Explicit Conduct. Pursuant to Neb. Rev. Stat. sec. 86-2,108 
and Neb. Rev. Stat. sec. 86-2,105, affiant requests that Microsoft. Inc. be ordered 
NOT to notify any other person of the existence of this search warrant, including 
the user of the account, or release any information related to this search warrant, 
as there is reason to believe that notification or other disclosure would impede this 
ongoing investigation or otherwise cause an adverse result, as defined by law. 
Specifically, disclosure would likely result in flight from prosecution, a 
modification of the Subject’s activities or the activities of those with whom 
Subject communicates and/or associates, the destruction or tampering with 
evidence; or would otherwise seriously jeopardize the investigation.

This search warrant shall be executed and returned within ten (10) days to a Clerk 
of the Lancaster County Court, Nebraska. In the event results are not received 
from Microsoft Corporation within ten (10) days, the warrant will be returned 
within ten (10) days of receipt of the records.

Further AFFIANT saith not;

C3-071481 Page 5 of 5


